
 

PhysednHealth SSO Implementation 
Configuration Guide 

Overview 
This guide provides step-by-step instructions for configuring Single Sign-On (SSO) integration 
between PhysednHealth and your school's identity management system. PhysednHealth 
supports three primary SSO methods to accommodate different school technology 
environments. 

Document Information: 

●​ Version: 2.0 
●​ Last Updated: 06/05/2025 
●​ Contact: Technical Support - awesome@physednhealth.com  
●​ Implementation Support: awesome@physednhealth.com  

 

Supported SSO Integration Methods 

Primary Integration Options 

1.​ ClassLink SSO with Roster Sync - Recommended for K-12 schools 
2.​ Clever SSO - Comprehensive identity and data management 
3.​ LTI (Learning Tools Interoperability) - For Canvas, Schoology, Blackboard, and other 

LMS platforms 

Additional Options 

●​ Google Workspace for Education SSO 
●​ Microsoft 365 Education SSO 
●​ Custom SAML 2.0 integration 
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Section 1: Clever Integration Setup 

1.1 Prerequisites 

Before Starting:  

□ Active Clever district account with admin access​
□ PhysednHealth account with integration permissions​
□ List of target schools and grade levels for implementation​
□ Teacher and student roster information available in Clever 

1.2 Clever Integration Workflow (Automated Setup) 

Step 1: Request PhysednHealth App Access 

Simple 2-Step Process: 

1.​ Clever District Admin Actions 
○​ Log into Clever admin portal 
○​ Navigate to: Applications → Browse Apps 
○​ Search for "PhysednHealth" 
○​ Click "Request App" or "Add to District" 
○​ Clever automatically handles all technical SSO configuration 

2.​ PhysednHealth Activation 
○​ PhysednHealth receives automatic notification from Clever 
○​ Account setup begins within 24 hours 
○​ No manual SAML configuration required 

Step 2: School and User Setup 

Clever Admin Portal Configuration: 

Setting Configuration Notes 

Schools Select target schools Choose schools implementing 
PhysednHealth 

Grade 
Levels 

Select applicable grades Typically K-12 for PE programs 

User Types ☑ Teachers ☑ Students Administrators optional 



Data 
Sharing 

Enable roster sharing Required for class management 

Step 3: User Role Mapping Template 

PhysednHealth Role Assignment: 

Clever Role           → PhysednHealth Role 
District Admin        → District Administrator 
School Admin          → School Administrator   
Teacher               → PE Teacher 
Student               → Student 

Staff                 → PE Teacher (if teaching PE) 

Step 4: Permission Configuration Checklist 

□ Teacher Permissions: 

●​ Create and manage classes 
●​ Add/remove students 
●​ View student progress data 
●​ Generate reports 
●​ Assign activities and assessments 

□ Student Permissions: 

●​ Access assigned activities 
●​ Log fitness data 
●​ View personal progress 
●​ Complete assessments 
●​ Use journaling features 

□ Administrator Permissions: 

●​ View school-wide reports 
●​ Manage teacher accounts 
●​ Access analytics dashboard 
●​ Configure school settings 

Step 5: Synchronization Schedule Planning 

Recommended Sync Settings: 

●​ User Data Sync: Daily at 2:00 AM 
●​ Roster Updates: Real-time (when possible) or every 4 hours 



●​ Class Changes: Immediate sync 
●​ Grade Level Changes: Daily sync 

Custom Sync Configuration: 

Data Type              Frequency        Time 
Student Enrollment     Daily           2:00 AM 
Class Rosters         Every 4 hours    6:00 AM, 10:00 AM, 2:00 PM, 
6:00 PM 
Teacher Assignments   Daily           3:00 AM 

School Information    Weekly          Sunday 1:00 AM 

1.3 Testing and Validation 

Pre-Launch Checklist:  

□ Test teacher login through Clever​
□ Verify student access via Clever portal​
□ Confirm class rosters are correctly populated​
□ Test user role permissions​
□ Validate data synchronization​
□ Check logout functionality 

 

Section 2: ClassLink Integration Setup 

2.1 Prerequisites 

Before Starting:  

□ Active ClassLink account with admin privileges​
□ PhysednHealth district account activated​
□ OneRoster API access enabled (for roster sync)​
□ SSL certificate and security requirements met 

2.2 ClassLink SSO Configuration (Automated Setup) 

Step 1: Request PhysednHealth Integration 

Automated Process: 

1.​ ClassLink Admin Actions 
○​ Log into ClassLink Analytics/Admin 



○​ Navigate to: MyApps → App Library 
○​ Search for "PhysednHealth" 
○​ Click "Request App" for SSO or "Request App + Roster Sync" 
○​ ClassLink automatically configures all SAML settings 

2.​ PhysednHealth Receives Integration Request 
○​ Automatic notification from ClassLink 
○​ Account provisioning begins within 24 hours 
○​ No manual SAML configuration required 

What ClassLink Automatically Configures:  

✅ SAML 2.0 SSO parameters​
✅ Entity IDs and URLs​
✅ User attribute mapping​
✅ Security certificates​
✅ OneRoster API connection (if roster sync requested) 

Step 2: Configuration Options 

Schools Simply Choose: 

Option What It Includes Setup Time 

SSO Only Single sign-on access 1-2 days 

SSO + Roster 
Sync 

SSO + automatic student/teacher roster updates 2-3 days 

After Requesting Integration: 

●​ ClassLink handles all technical configuration automatically 
●​ PhysednHealth team receives integration request 
●​ School receives confirmation email with timeline 
●​ No IT staff technical configuration required 

Step 3: Roster Sync Configuration (If Selected) 

Automatic OneRoster Setup: 

●​ ClassLink automatically configures OneRoster API access 
●​ PhysednHealth receives secure API credentials 
●​ Roster synchronization begins immediately after activation 

What Gets Synced Automatically: 



Data Type Sync Frequency No IT Action Required 

Student Enrollment Real-time ✅ Automatic 

Class Rosters Every 4 hours ✅ Automatic 

Teacher 
Assignments 

Real-time ✅ Automatic 

Grade Level 
Changes 

Daily ✅ Automatic 

2.3 ClassLink Security Configuration 

SSL/TLS Requirements:  

□ TLS 1.2 or higher enabled​
□ Valid SSL certificate installed​
□ Secure cookie settings configured​
□ Session timeout properly set (recommended: 8 hours) 

 

Section 3: LTI Integration Setup 

3.1 LTI Overview 

PhysednHealth supports LTI 1.1 and LTI 1.3 for seamless integration with Learning 
Management Systems. 

Supported LMS Platforms: 

●​ Canvas 
●​ Schoology 
●​ Blackboard Learn 
●​ Moodle 
●​ D2L Brightspace 
●​ Google Classroom (via LTI) 

3.2 LTI 1.3 Configuration (Recommended) 

Step 1: Exchange Configuration Information 

Schools Provide to PhysednHealth: 



Platform Information Required: 
- LMS Platform: (Canvas, Schoology, Blackboard, etc.) 
- Institution Name: ___________________________________________ 
- Platform URL: https://[school].instructure.com (or equivalent) 
- Platform Client ID: _________________________________________ 
- Platform Key Set URL: _______________________________________ 
- Platform Auth Login URL: ____________________________________ 
- Platform Auth Token URL: ____________________________________ 

- Contact Email: ______________________________________________ 

PhysednHealth Provides to Schools: 

Tool Configuration: 
- Tool Name: PhysednHealth 
- Client ID: [Provided after school registration] 
- Login URL: https://app.physednhealth.com/lti/login 
- Target Link URI: https://app.physednhealth.com/lti/launch 
- Key Set URL: https://app.physednhealth.com/lti/jwks 
- Initiation URL: https://app.physednhealth.com/lti/login 

- Redirection URIs: https://app.physednhealth.com/lti/callback 

Step 2: LMS Configuration 

In your LMS Admin Panel: 

Add External Tool/App​
 Tool Name: PhysednHealth 
Privacy Level: Public (Name and Email) 
Client ID: [Provided by PhysednHealth] 
Login URL: https://app.physednhealth.com/lti/login 
Target Link URI: https://app.physednhealth.com/lti/launch 

1.​ Key Set URL: https://app.physednhealth.com/lti/jwks​
 

LTI 1.3 Security Settings​
 OpenID Connect Initiation URL: 
https://app.physednhealth.com/lti/login 
Redirection URIs: https://app.physednhealth.com/lti/callback 

2.​ Privacy: Send Name and Email​
 

Step 3: Platform-Specific Configuration Exchange 



Canvas Configuration: 

Canvas Admin Provides to PhysednHealth:​
 Canvas URL: https://[school].instructure.com 
Developer Key ID: [Generated in Canvas] 

1.​ Client ID: [From Canvas Developer Key]​
 

2.​ Canvas Admin Setup: 
○​ Navigate to: Admin → Settings → Apps 
○​ Select "Add App" → "By Client ID" 
○​ Enter PhysednHealth Client ID: [provided-by-physednhealth] 
○​ Configure privacy settings: "Public" 
○​ Enable grade passback: ☑ Yes 

Schoology Configuration: 

Schoology Admin Provides to PhysednHealth:​
 Schoology Domain: https://[school].schoology.com 
Consumer Key: [Generated in Schoology] 

1.​ Shared Secret: [Generated in Schoology]​
 

2.​ Schoology Admin Setup: 
○​ Go to: System Admin → Integration → External Tools 
○​ Add Tool → LTI 1.3 
○​ Configure privacy: Name, Email, Role 
○​ Enable grade sync if required 

Blackboard Configuration: 

Blackboard Admin Provides to PhysednHealth:​
 Blackboard URL: https://[school].blackboard.com 
Application Key: [Generated in Blackboard] 

1.​ Shared Secret: [Generated in Blackboard]​
 

2.​ Blackboard Admin Setup: 
○​ Access: Admin Panel → Building Blocks → LTI Tool Providers 
○​ Register Provider Domain: app.physednhealth.com 
○​ Set Default Configuration: "Set globally" 
○​ Privacy settings: Send User Data = Yes 

3.3 LTI User Role Mapping 



Standard LTI Role Mapping: 

LMS Role                    → PhysednHealth Role 
Instructor                  → PE Teacher 
TeachingAssistant          → PE Teacher (limited permissions) 
Student                    → Student 

Administrator              → School Administrator 

Custom Role Configuration: 

LMS Role PhysednHealth Access Permissions 

PE Teacher Full teacher access Create classes, assign activities, view reports 

General 
Teacher 

Limited access View only assigned students 

Student Student portal Personal data, assigned activities 

Admin Administrative dashboard School-wide reports and settings 

3.5 LTI Setup Process Summary 

Complete LTI Integration Process: 

1.​ School Initiates Request 
○​ Contact: awesome@physednhealth.com 
○​ Provide: Platform type, institution name, technical contact 

2.​ Information Exchange 
○​ School provides LMS configuration details 
○​ PhysednHealth provides tool configuration 
○​ Both sides configure their systems 

3.​ Testing and Validation 
○​ Test authentication flow 
○​ Verify user provisioning 
○​ Validate grade passback (if enabled) 

4.​ Go-Live 
○​ Deploy to production environment 
○​ Monitor integration performance 
○​ Provide ongoing support 

Timeline: 2-4 weeks depending on LMS platform and configuration complexity 

Enabling Grade Sync:  



□ Configure gradebook categories in LMS​
□ Map PhysednHealth assessments to LMS assignments​
□ Set grade weight and scale (0-100, 0-4.0, etc.)​
□ Test grade passback with sample assignment 

Grade Sync Settings: 

Sync Method: Automatic 
Frequency: Real-time (when student completes assessment) 
Grade Scale: 0-100 (configurable) 

Categories: Physical Education, Fitness Assessment 

 

Section 4: Google Workspace for Education SSO 

4.1 Google SSO Quick Setup 

Prerequisites 

□ Google Workspace for Education account​
□ Admin access to Google Admin Console​
□ PhysednHealth account configured for Google SSO 

Configuration Steps 

1.​ Google Admin Console 
○​ Navigate to: Apps → Web and mobile apps 
○​ Add custom SAML app 
○​ Upload PhysednHealth metadata (provided by support) 

SAML Configuration​
 SSO URL: https://app.physednhealth.com/auth/google/callback 
Entity ID: physednhealth-google-[district-id] 

2.​ Start URL: https://app.physednhealth.com/auth/google​
 

Attribute Mapping​
 Primary Email     → email 
First Name        → first_name 
Last Name         → last_name 

3.​ Google Unique ID  → google_id​
 



 

Section 5: Microsoft 365 Education SSO 

5.1 Azure AD Configuration 

Setup Steps 

1.​ Azure Active Directory 
○​ Navigate to: Enterprise applications → New application 
○​ Search gallery for "PhysednHealth" or create custom 

SAML Configuration​
 Identifier (Entity ID): https://app.physednhealth.com/auth/microsoft 
Reply URL: https://app.physednhealth.com/auth/microsoft/callback 

2.​ Sign on URL: https://app.physednhealth.com/auth/microsoft​
 

Claims Configuration​
 User Identifier: user.userprincipalname 
First Name: user.givenname 
Last Name: user.surname 

3.​ Email: user.mail​
 

 

Section 6: Implementation Timeline and Support 

6.1 Typical Implementation Schedule 

Clever or ClassLink Integration (Automated): 

●​ Day 1: School requests app in Clever/ClassLink portal 
●​ Day 2-3: Automatic configuration and account setup 
●​ Day 4-5: Testing and teacher training 
●​ Week 2: Full deployment to all users 

LTI Integration (Manual Configuration): 

●​ Week 1: Technical setup and LMS configuration 
●​ Week 2: Testing and user acceptance 



●​ Week 3: Training and troubleshooting 
●​ Week 4: Go-live and support 

Google/Microsoft SSO (Custom Setup): 

●​ Week 1-2: SAML configuration and testing 
●​ Week 3: User testing and training 
●​ Week 4: Full deployment 

6.2 Post-Implementation Checklist 

30 Days After Launch:  

□ User adoption metrics reviewed​
□ SSO performance evaluated​
□ User feedback collected​
□ Any integration issues resolved​
□ Training needs assessed 

Ongoing Maintenance:  

□ Regular sync monitoring​
□ User provisioning audit (quarterly)​
□ Security review (annually)​
□ Performance optimization as needed 

6.3 Support and Troubleshooting 

Technical Support Contacts: 

●​ General Support: support@physednhealth.com 
●​ SSO Specific: sso@physednhealth.com 
●​ Emergency Support: 1-800-PHYSED-1 
●​ Documentation: docs.physednhealth.com/sso 

Common Issues and Solutions: 

Issue Likely Cause Solution 

Login fails Incorrect SAML configuration Verify Entity ID and URLs 

Users not provisioned Sync not configured Check roster sync settings 

Wrong permissions Role mapping error Review user role configuration 

Session timeout Security settings Adjust session duration 



Escalation Process: 

1.​ Level 1: Standard support ticket 
2.​ Level 2: SSO specialist (within 4 hours) 
3.​ Level 3: Engineering team (within 24 hours) 
4.​ Level 4: Emergency response (within 1 hour) 

 

Appendix A: Configuration Worksheets 

A.1 Pre-Implementation Information Gathering 

School Information: 

●​ District Name: ________________________ 
●​ School Name(s): ______________________ 
●​ Student Count: _______________________ 
●​ Teacher Count (PE): __________________ 
●​ Current SSO Provider: ________________ 
●​ Technical Contact: ___________________ 

Integration Preferences:  

□ Clever SSO​
□ ClassLink SSO + Roster Sync​
□ LTI Integration​
□ Google Workspace SSO​
□ Microsoft 365 SSO​
□ Custom SAML 

A.2 Go-Live Readiness Checklist 

Technical Readiness:  

□ SSO authentication tested​
□ User provisioning verified​
□ Role permissions confirmed​
□ Data synchronization validated​
□ Logout functionality tested 

User Readiness:  

□ Teacher training completed​
□ Student orientation planned​



□ Support documentation distributed​
□ Help desk procedures established 

Operational Readiness:  

□ Monitoring tools configured​
□ Backup authentication method available​
□ Incident response plan documented​
□ Success metrics defined 

 

This SSO Implementation Guide is designed to provide comprehensive setup instructions for 
PhysednHealth integration. For additional support or custom integration requirements, contact 
our technical team at implementation@physednhealth.com 

Version History: 

●​ v2.0: Added LTI 1.3 support and enhanced ClassLink roster sync 
●​ v1.5: Updated Clever integration workflow 
●​ v1.0: Initial release with basic SSO configurations 
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